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This article is part of Kyckr’s new Future of KYC Compliance series, which interviews
leading industry professionals and thought leaders to learn more about the trends that
will shape the future of KYC compliance.

The following is an interview we have recently had with Brad Elbein, Partner &
Government, Regulatory and Compliance Practice Co-Chair, Culhane Meadows.

What'’s the current state of KYC compliance?

BE: Large, wealthy entities with a lot to lose either in reputation or in fines and civil
penalties—are actively complying. The smaller and more skeletally-resourced an entity
is, the more they tend to do the bare minimum. It seems to be generally believed in
both civil and criminal law enforcement that it is these mid-range entities who are the
most likely to be targeted by wrongdoers: they are well-positioned enough to have
resources worth stealing and small enough that they are unlikely to have industry-
leading security procedures. This means that the entities who are outside the “large,
wealthy” category are likely to need KYC compliance attention most.

How has KYC compliance evolved over the past 5 years?

BE: Remember that KYC, in its earliest stages, began as an anti-money laundering
effort for financial institutions. But there were other streams of what we now recognize
as “KYC” regulation arising: the Red Flags Rule administered by FTC, for example.
These streams coalesced to some extent in the Customer Identification Program under
the Patriot Act. KYC has continued to evolve since. The information required of
customers and required to be reported by businesses has expanded. The kinds of
entities tasked with inquiring and reporting have expanded well beyond financial
institutions, and the number of regulatory procedures has expanded. And as | note
below, KYC has expanded beyond a law enforcement duty to become a business
opportunity.

How has KYC compliance changed in the midst of COVID?

BE: | know of no changes in KYC compliance ... yet. That doesn’t mean that the health
compliance problems of addressing COVID and the catastrophic consequences of not
addressing it will not lead to more regulatory demands. For example, | could see a
scenario in which the federal government decides that it must mandate testing for the
virus, then mandate vaccinations, both of which would require surveillance. Both could
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be viewed as reasonable from a public health perspective, though the substantial
privacy and other legal issues would be implicated. But then, that information will have
to be tracked and verified and provided to other health and medical authorities. Who
knows what will happen from there, good or bad?

What are the top trends shaping the future of KYC compliance?

BE: The most significant trend is that, in the best traditions of capitalism, KYC
regulation has become a great business opportunity. Businesses that hated having to
obtain and report this information to law enforcement have now realised that “knowing
their customer” opens opportunities for them. A KYC effort helps them broaden their
relationships with customers. Additional information about business associates is so
valuable that these efforts will undoubtedly continue in the future.

What'’s the future of KYC compliance?

BE: It's not hard to believe that KYC will continue to expand, both in law enforcement
and commercial/consumer areas. In the law enforcement and national security world,
demands for information seem to grow exponentially. No “new standard” of what
information is enough, ever remains “enough.” As we see from the recent hack by state
actors, serious new threats are evolving to take advantage of the troves of data held by
government and businesses that are seen as the lifeblood of our information-based
economy. Additional law enforcement and national security KYC compliance
requirements are easy to foresee in this context. Whatever one thinks of the danger of a
“national security state,” it's not hard to see that the world is a dangerous place these
days; nor is it hard to see that our defenses are insufficient. In the
commercial/consumer arena, the expansion will likely be equally energetic. More and
more, consumers’ and businesses’ interactions will be experienced as mere parts of the
whole world of their activities.

For example, | made a warranty claim today on a particular consumer product. There is
no doubt in my mind that if the vendor were a sophisticated entity in a high-value
market, they would run a “verification” or “validation” scan at my first contact. That
information would place my request in the “gestalt” picture of every possible factor that
might be relevant to their response. They would know who | am and what | do, my
income level, my credit score, my history of warranty and insurance claims, my
purchasing habits, maybe my health status, and on and on. That information could well
inform their decision about whether they would honor my warranty repair: they’ll know
that I'm a compliance lawyer and litigator with a national firm in Atlanta who has a
background in consumer law. That might suggest a different business decision to them
than if | were someone less likely to be trouble.
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The foregoing content is for informational purposes only and should not be relied upon
as legal advice. Federal, state, and local laws can change rapidly and, therefore, this
content may become obsolete or outdated. Please consult with an attorney of your
choice to ensure you obtain the most current and accurate counsel about your particular
situation.

Brad Elbein is a partner at Culhane Meadows PLLC in the firm’s Atlanta office.
Brad Elbein counsels consumer financial services businesses in complying
with the law and defends them when faced with enforcement actions. He brings
an insider's knowledge of the way regulatory agencies think, the way they
investigate, and the way they settle or litigate enforcement cases.

About Culhane Meadows — Big Law for the New Economy®

The largest woman-owned national full-service business law firm in the U.S., Culhane Meadows
fields over 70 partners in ten major markets across the country. Uniquely structured, the firm's
Disruptive Law® business model gives attorneys greater work-life flexibility while delivering
outstanding, partner-level legal services to major corporations and emerging companies across
industry sectors more efficiently and cost-effectively than conventional law firms. Clients enjoy
exceptional and highly-efficient legal services provided exclusively by partner-level attorneys
with significant experience and training from large law firms or in-house legal departments of
respected corporations. U.S. News & World Report has named Culhane Meadows among the
country’s “Best Law Firms” in its 2014 through 2020 rankings and many of the firm’s partners
are regularly recognized in Chambers, Super Lawyers, Best Lawyers and Martindale-Hubbell
Peer Reviews.
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